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Purpose
The focus of this module is to provide the student with all the requisite knowledge combined with practical hands-on expertise in using tools and techniques to successfully evaluate, organise and support organisations reach regulatory compliance within the field of study.

Outcomes
Upon successful completion this module, the student will be able to: 
· Evaluate national and international laws and treaties that relate to cybersecurity regulatory compliance. 
· Organise national and international cases in law and its impact on risk management arguing their validity as a group. 
· Support organizations to achieve compliance with national and international laws and regulations and specific industry standards through audits. 
· Defend ethical codes of conduct and their importance to cybersecurity professionals and their organizations. 
· Design an integration strategy encompassing regulations and compliance requirements within cybersecurity. 















Assessment
Assessment is performed using a variety of instruments: 
· The bona FIDE (frequent, immediate, discriminating, empathic) philosophy is adopted. Any trends identified as deficient for a student is addressed through ad hoc consultations created for the specific purpose required.  During the final week a panel will evaluate the portfolio as presented by the student.
· Practical work is evaluated using appropriate rubrics by a variety of assessors, including domain experts and peer evaluations. Final project assessments are performed by a panel of accomplished researchers.
· Throughout the duration of the module, current results are published.  This includes projected results based on current achievement, to inform students’ expectations and spur increased effort timeously where required
· Continuous evaluation of theoretical work through a written assignment and a summative test.
· Final summative assessment is done through the submission of a project which takes the form of an academic paper.
· The assignments or projects collectively will count 20% of your class mark.
· All tests will collectively account for 80% of your class mark.
· Your class mark contributes 20% towards your final mark for the subject, while the final assessment accounts for 80% of your final mark.
Teaching and Learning
Learning materials
· [bookmark: _Hlk105660126]Shimon Brathwaite. Cybersecurity Law : Protect Yourself and Your Customers. Business Expert Press; 2019
· [bookmark: _Hlk105660513]Jonathan Reuvid. Managing Cybersecurity Risk : Cases Studies and Solutions. Vol Edition 2. Legend Business; 2018

Learning activities
Learning will be facilitated by the lecturer with student centred activities that involve problem-based learning where students are presented with challenges that replicate the situation in the real-world environment. This will be achieved through a combination between presentation of theoretical concepts, guided exercises, group work and discussions to be completed during the module.
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